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This Decision concerns the eligibility of A X AKX >¢ X (hereinafler refarred 10 as “the
individual') to meintain an access sathorization under the Depetin entof Energy (DOE) regulations
et forth 2t 10 C.F . R.Past 710, Subpai A, entitled, “General Criterie and Prozedurss for Datermining
Eligibility for Access to Classified hMatter or Special Nuclear Materiel.” A local DOE Security
Office suspended the individuel's eooess authorization pursuant (0 the provisions of Part 710 afler
learning that the individuzl had failed o protectclessified information in accordancs with established
security procedures. As discussed below, after carcfully considering the record before me in light
of the relevant regulations, [ have datarmined that the individual's access authorization should be
yestored.

L. Beckpround

ceveral DOT contractors. With a few exce tions, the individuz] eppears 1o kave safgguarded
classifing information entrusted to him from the beginning of his employnient in 1976 until 2001,
During a three-wesk pariod in 2001, however, the individual received three security infractions for
thres separate sesurity incidents. All three security incidents occurred when the individual created
claccified documents on 2 compuler sysiem that was not approved for processing classified
informztion (herginafier referred o 28 &n ynclassified computer’’). In ons or two of those three
ineidents,’ the individuz also electronically disseminated classified information averan unclassified
clectronic mail (e-mail) sysiem.
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The individual has continuously held & DOE security cleerance for 26 ycars while employed by

yimediately fellewing the thixd securinyincident, the individual's employer conducted & sezrch of
he individnzl's office and conputer and purporiedly discoversd some additional clzseified e-mails
on the individual’s unclassified computer and meny unsacursd, unprotected elassified documents
in the individual's office. Soon thereafier, the DOE suspendad the individual's securify clearance.

On May 9, 2002, the DOE sent 2 Wotification Leiter to the individuz! in which it described the
derogatory infermetion at tesue and explaivied how the s Farmstion falls within the purview of

V' ng discyesed infro, There is conflizhiag evidense in (e Tecord whelber e individus] eleconically
i ir=neraived elassifizd documents over his poclessified commUies on onc of WO of the gocasions o1 Is5ue.
C H ® The criginal of thile Ancumenb =,
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10 C.E.R. 710.8(g) (Criterion G). * The individual filed 2 Responss to 1z Notificziion Letter and
exercised his right 1o request an adminisative review hearing. On July 1, 2002, the Director of the
Office of Heerings 2nd Appeals (OHA) appointed me the Hearing Officer in this case. Adler
obtaining the vequisite extensions of time from the OHA Dirsctor, 1 conducied a two-day classifi ed
hearing in the case. 10 C.F.R. 710.25(g). Al the hearing, 12 witnesses {estified, one on behalf of the
DOE and 11 on behalf of the individual. The DOE submitied the classifizd personnel security file
inte the record, and the individua! tendersd five exhibits into evidence &l the hearing.

L1 Regulatory Standard
A. The Indlviduzl's Burden

A DOE administrative review proceeding under Par 910 is not 8 criminal malter, where the
poverament has the burden of proving the defendant guilty beyond a reasonable doubt. Rather, the
standard in this proceeding places the burden of persuasion on the individual because it is designed
1o profect nitional security interests. The regulatory standard implies that there is a presumplion
apainst pranting or restoring a security clearance. See Depariment of Navy v. Egar, 434 U.S. 518,
£31 (1688) [“clearly consistent with the nadonel interest” stendard for granting o szcurity clearances
ndieates “that sceurity determinations should ey, if they must, on the side of denials.’); Dorfmonr
w Brown, 913 F.2d 1359, 1403 (9™ Cir. 1990), cert. denied, 499 U.S. 805 (1991) (streng
presumption apainst the issuence of security clearznce.)

An adiministrative review hearing is conducted “for the purpost of affording the individual an
opportunity of supporting bis eligivility for aczess authorization.” 10 C.ER. 710.2(b)(6). Once
DOE Scewrdty has made a showing of derogeiory in[ormation raising security concems. the
s dividual maust comne forward 2t the hearing with avidence 1o convince the DOE that restoring bis
access anthorization “will not endanger the common Gefense and security and will be clearly
covisistent with th natioral interest.” 10 C.F.R. 710.27(d). The individual therefore is alforded 3
ful! opportunity to present evidence supporing his eligibility for en access guthorization. The
regulations at Part 710 zre drafted 5o a5 to permit the introduction of 2 very broad range of evidence
a1 parsonnel security hearings. Even aporoprzte heersey may be sémitted. 10 C.F.R. 710.26(h).
Thus, by regulziion and throngh our own case \aw, 20 individual is afforded the uimest latitude in
the presentation of evidence 10 mitigate szcurily cONCEmS,

e

3 Criterion G pertzing 1o derogatory infermstion indizating tmat e perion has "[failed 1o protect classificd
jwasier, or selrenerd spesial nuclorr materiel of violated or distegarded secusity or sefeguards regulations 1o 3
degses which wouid bt inzoasisient with the netions! szunny, o disclntsd claeeifizé information to & person
unputhorized 1o receive such infprmstion; or violeted or disrcgarded regulstions. procedures, of gridelings
perteiniag to sleseificd or sensitive informetion 1echnology sysizme.” 10 C.F.R T10.8(g).

Y The heeiing it this cese was deleyed slmost six me nihe bevand the 12guletory time frame sel forth in the
Pars 710 regeletions 5o thet classifizd oformation iceues could be sddrassed by cognizant officials in the DOR
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B. BEasis for the Hearing Officer's Decision

In personnel security cases erising undar Part 710, it is my role 2s the Hearing Officer lo issue 2
Dzcision that reflects my comprehensive, common-sense judgment, medes after consideration of all
the relevant information, fevorable end unfavorehle, 25 to whether the granting or continuation of
s person’s acesss euthorization will not eadanger the common dafense and security and is clearly
consistent with the nationel intersst. 10 C.F.R. 710.7(2). I am instucted by the regulations to
resolve any doubt &5 1o &n individuel's sccess authorization eligibility in favor of the national
security, Jd. :

1I.  Fiodings of Fact

Many of the fzcts in this case 2re disputed. In addition, documentary and lestimonial evidence in the
record strongly sugpest that some of the factus) underpinning of the allzgations contained in the
Notificetion Letter are incorrect. To ensure the secuzacy of the record in this case [willnote, where
eppropriale, any metcrial errors comained in Enclosure 2 to the Notification Latter, 2nd also point
out some procadural irregularities that are relevant to the issues before me,

The DOE granted the individual a security clearanse in 1976, Over the next 10 yzars, the individusl
received four security infrections for failing to comply properly with DOE sceurity regulations,
procedures, or guidelines, The four sceurity infractions® frem this time period that are cited in
Euelosure 2 1o The Notification Telter are the following:

e On July 10, 1978,° the individual received a sseurity infraction for leaving
clessified matter unatisnded; +

¢ On May 11, 1978, the individual received 2 szcurity infraction for an open
reposifory;

. On Merch 27, 1982, the individual received a sscurity infraction for an open
repository;

. On Januery 21, 1586, the individual rezeived e securily infraction for an open
reposilory.

¥ The secord dost oot corszin any of the Reporzs of Szcudisy IocidenyInfraction that refats to the four
seclrity infractions for the period 1578 16 1986, Par [ of thate repers requlres &n erslayee apains! whom aa
infrection is issusd (o explein the elrcumstansss suonnding the incidznt involved and ta sigr and dere thal form
Part I 2lso requires & mansgsr in the amplozee’s chain of commend te repan whet camestive action, including
disciplinary action, was mkon 16 prevest ¢ sintlar ineident from gzzuming ic the Scture, The merager is slse
required 1o sign ans daie the fonm Had these reponts baep incloded in the record, 1 could have exemined Part Il of
the forre and commared the individuel's current explezedon for the circurssiances fha! led 1o Ihc old fecurity
infraziians 1o the comtemzorensoud explenziion thet he bed providsd on Pen I

$ Sretion Bl of Erclopire 3 1o the Nonfizetion Letter szatar thet this {nfracticn wes issued on July 10,
1987. Ths Persomnel Securlny Specielist tesiified a1 the hearing that the date of fhis infraction should be Tuly 10,
1978, Transciipt of Brering (Tr.) e1 SE. Informetor from several routine investigations inte The individual's
hazkoround also confirm that the €212 ef the Infrection 2t issue wes July 10, 1978, See Classified File.
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I, spire of these four szeusity infractions, the DOE continusd the individuals security clearance after
condusting routine investigetions into the individual's beckground in 1589, 19584, and 1999, See
2001 Case Eveluation For Access Authorization st 1. |

Beyinning in July 2000, several significant events in the individual's personal life occurred. First,
his father died. A few weeks Jeter, the individual's physical health beganto deteriorate, and he was
cizgnosed with diverticulitis and chronic prostatitis. Exhibits (Ex.) C and D. These illnesses so
incapacilated the individual thal he wes unable to work for five months. Ex. D. The individual
returned 10 work on & pard-time basis in arly November 2000 and resumed his full time schedule
a few wesks later. He continued to suffer, however, from severe side effects to medication
preseribed to 2lleviatz pain associaicd with his two urresolved illnasses, The side effects included
waves of pavsea and difficulty concentrating. Transcripl of Personne) Seourity Interview (PSITr.) at
12, 34; Ex. C.

Tn Feruany 2001, the individual applied for 2 job as a projest manager of a new clessified program
at a DOE facility. The individual wes selseted for the position, and began his now job on
February 26, 2001, PSI Tr. at 45; Tr. 21 83. The new job was extremely demanding and stressful.
The individua) worked 60 to 80 hours & week and was under conslant pressure 1o produce
unclassified work product in his classified area. The individuel’s immediate manager confirmed at
the hearing that the individual did not receive a elassificstion briefing whenhe slurted 10 work in the
clessified program arca, Tr. at 15, The manager admiticd that training in ¢lassification was not high
on his list of priorities bacauss the goal of the program was to work guickly to setisfy the program’s
customers. Jd. at 38-39.

By Mzrch end April 2001, the individuel's physicel condition worszned. Tebegan to suffer from
headaches, backaches, drowsiness, sieep dzprivetion, pastrointestinal pain, physical weakness, and
fever and ehills. Ex. D, Unlmown to the individuzl at the time, he was also suffering from an
undizgnosad panic disorder and major dzpression. Ex, C; Tr. 2t 163, 172

One month 27er assuming his new job, the individus! redeived the first of whet would hf.’: three
securityinfractions. 2 X 2% XX X< X individual created whathe thought wes an unclessificd

document on his unclassified eompuier and, after making some editorial changes requested by his

supsrvisor, disseminated the document via unclassified e-mail (hereinafler X XXX AR X
eecurty inoident will be referred 1o a8 VIncident #1%). Tha: ie ne dispute with regard to Incident 71
(a1 the individual did not obtzin 2 classification reviaw of (hc subject document by an Autherized
Derivetive Classifier (ADC) before disseminating the documenl Following Incident %1, the
individual mel with sscurity representztives and he was issued 2 Report of Securty Infraction on
Aptil 9, 2001 _ .

® The sezord coztaing the Report of Sezurisy Infraztiza lssucd on April 9, 2001 relating lo Incicent K1,
However, Pan Tl o7 thet report wes reither completed nor signed by ¢ither the individual o his manager.
Infermavion fiom Parr 1 would have beea relevant 1o my findings with regard 1o the eircumsiznces sun punding
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On April 2, 2001, the individual requested thet the head of the contmacior's classification ofTice
(Centractor Classification Official) provide 2 briefing to him end othars from his fazility and other
DOE facilities on classification issues yelating to his new program arca, Tr. at 103, 283. The
individuzal and others aceeiphled anticipeting that they would receive g briefing from the Contractor
Classification Official. Jd, Tr. at 244, The Contracior Classification Official failed to show up. Jd.
Undaunied by these events, the individua) again requested that the Contractor Classification Official
providz 2 clessification briefine for those intcrested at the DOE facility. Id. The Contraclor
Clessification Officiel allegedly responded that he did not have time lo provide the requested
briefing, Jd,

On April 4, 2001, the individual consulied with an ADC (ADC #1) bezause he needed to prepare
a1 unclassificd document in e subject aree that was classified. ? Tr. #1103, 215. The ADC suygesied
that the individial 2void the use of certein languege to ensurs thet his document was unclessified.
Jd. a1 215, The individuz) followed the ADC's instruetions ead drafied the document on his
unclessified cornputer. /4 Even though the individuzl believed that hé had created an unelassified
documant beczuss he had consulted with ADC #1 in edvence, the individual 100k the subject
document to the Contrector Classification Official for e second review. J/d. The Contractor
Classification Officiel was notin his office so another ADC (ADC#2) revicwed the documnent in the
Cordractor Classification Official's stead. ADC #2 determined that the document at issue contained
clessified information, Upon leaming of ADC #2's d2t=rminetion, ADC #1 expresszd his opinion
lo the Contractor Classification Official that the dozument in question wes unclassified. Jd. at 237,
The Contractor Classification Officiel overruled ADC #1's opinion and the individual was issued a

Ircidam #1 end the commitments, of lack thereod, that the individuzl made with rzgard 1o his future behavior in this
ATEA,

T My findisg in this ragerd difTess from fhe conclusion reashed by the Inguiny Officiel who investigated
the individual’s bebzvior with repard 1o this second security infraztion. The individua! has consisiently maintained
that he soughtez ADC opinioa on the content of his document before erzating it oz his unclessified computer.
Srecifigelly, he 1old fhe Ingulsy Officls] who war eppoinzd to jovestgeate the individual's behnviar for porsible
criring] pvestones tat he had ebtiined & clezsificetian revisw of the subiect document Before providing i1 1o the
Canmeciar Clessification Dffcer for 2 sezond tevizw, Howewsr, ADC £ &1d not admit 1o the Inguiry Official thar
Le had discuszed the spacific gubstantive contert af the subiest documens priorin the individeel's doefting of The
document. As & corscguancs, e Tnguiny Officiel &id not belisve the individual. Atrthe hzering, ADC #1 estified
tnat the Taguiry Officiel never showed Bim the dosuemezt ebout whish he was being quasticasd. Tr. 01 229, ADC#]
fusther edinined that he thought the Ingui-y Cfficial was eskicg bim whaiher be hed seen tbe finel version of the
dosument vt iusue, nol whather he hed seviewed eny intenim deefs or dizesied the individue! o “soflen” some
lenguepe 1o mzke the document unclasified. M4 ADCH] 2lso admined ut the hsring that every time the individusl
Pz “pen 16 peper,” he went 1o him and inguired shout the dozument's clessification stamus. M4 21347, ADT#)
femher velzied that the individue! went to him meny simss & dey s2ekinp clessificenion advize, and "bugged [him] w .
oezth.” /e, 51 247, 248, -Dm':'n.g thz 2001 P21, the individuz! ales reiterzisd thet he hed spekento ADC #1 before
drefling the decument that led 1o Inzident #2 Fimally, ot the hoaring the individuz] testified convineingly under aath
that he Tad obizined £ zlessifizetion review from ADC #1 before proparing Ge documenl
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e2cond security infraction ! on April 18, 2001 (hereinafler the April 10, 2001 Secunty Incident will
be refersed 10 25 Incident #2), " =

WK A< K XK individual created 2 dozument on his unclassified computer which he thought
was unclessifisd. The document thet he draficd was created using two sources: (1) the document
that hed led to Tncident #2 after it had besn changed, reviewed and spproved for classification
pumposes by the Contrector Clessifization OfScial: end (2) threz unclassified tities from an
unclessified document. When itwas later dezermined (st the document wes clzssified, the individual
received his third security infraction (hereinafler this incident will be referred to as Incident #3).1

These three eesurity incidents, occurring in such close proximity to one another, prempted the
individual's employer to conduct 2n administrative search of the individual's ofTice and compurcr
to detennine whether his office contained any sdditions] unprotested classified matter or if his
unclzssified computer containsd 2ny other ¢lassified documents or e-mails, Several hundred pages
of susmecled clestified documents were retricved from (he individual's office, S2¢ Final Incident
Report at 29, Accoréing to the Contrector Classification Official who personally reviewed the
subject documents end the e-mail print-out, there were 20-25 documents in the individual's recycle
bin without any clessificetion markings. The Contractor Clessification Official testified that some
of tieee documments had not been created by the individual and thal it was the document’s originator
who hed mads the mistzke. Tr. 2t 312, Some of these documents were different drafis of the same

¥ The Report of Seciciny TucidentInfenctios seleting to Incidsnt #2 is inzoinplete, Specifically, Part I of
thet farm has not heer conpleted by the individusl ar Sis maraper, Fad Pant 1 of the form been complered, it
wouid heve provided relevent contemporensous evidence relating to the inzidznt in question.

¥ Itis ctear from the sescmonisl evidence in the reoord and from the Repon of Securiy Infrection relating
to Tnciden: #2 that the individual did not electonizally dizsaminate the classifisd information that he created on his
unciessificd compuier. Secrion B of the Notificatios Lewer states in part thet "be failed ta gbizin the pecsssary
revizw by an ADC bafore he disserminated the dozument an an unzlaszifisd systzm™ The tam dlsseminetion

supgests that the individue! disibuted the clessificd document e)ezmoniezlly. The t#stimonial ead documentary
x ¥

evide=ree esiablishes thet these wes no dlzsemizetion of the subjest iaforoution. Henee, 10 the exicnt ke KA
Notflcation Lemsr allegas that the individuel violatad esteblichad DOE rules end proceduses by disseminating
elessified document aver en unclassified computer on April 10, 2001, that allzgetion is not sustained.

1o Secctor C of Enclostre 2 to the Motificerioz Letter states in pan fhat the individual did not dissemines
the daswmans thes Jod 1o Bis receiving en infaction for hlc pationg 4 3< X 2 There is confiienug gwidenze
in the reserd om [his menter. The Inouiny Official s1a12d in his repon that (b third 1nnident was discovered by one of
the rezizients of the individuel's e-medl, clearly idicating that there had been 2n ¢lestranie trznsmission of the
clessified dmouiment viz unsceure nyzens, Se¢ Finel Incident Rasgm ot 27, Howsever, 2t the heeming, the individual
testified that Tee dscurmen: wot e "inlerna] one™ god nat dissendnsed owside ol his faziliny. Tr. 2t 223, Common
sense sligpests thar even if € classifizd document were ransmilied vig oo unsesure intranet site, that method aff
transrsission is still & secunty conzern bacsuse of potentiz] vilnsrebilitiet in £ny uns2oure conDUILr SYSlem
Nevertheless, sinze the DIOE did not cite improper elecionis tazesmissios as ¢ pecurity concem in Section C af the
Wesifizetion Lener Enzlosure, 1 will make ne finding o3 this menzr, To 6o 5o would, inmy opinion, prejudice the
wdividuel insofar pe pr cffrmetive finding on this mamer it ouwide the scops of the ellegations in the Notificalion
Lener,
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gocumenl. See Final Incid=nt Report at 8. With regard to additional classified e-mails on the
individuel’s unclzzsifisd computer, the Contractor Classificztion Official uncovered nine. Jd, at312;
se¢ also Finzl Incident Report at 92-101. Of the nine e-mails identified by the Contractor
Classification Official as classified, the individuel did not originate three!

v Analysls and Findlngs

[ have thoroughly considered the record in this procceding, including the documentary evidence and
the testimony of the 12 witnesses presented at the hearing. In vesolving the question of the
individual's continved cligibility for access authorization, I have been guided by the applicable
factors described in 10 CF.R. 710.7(c).” ARer due dzliberation, T have detennined thal the
individual’s access authorization should be restored. I find that such restoration will not endenger
the enmmen defense and security and is elearly consistent with the national interest. 10 C.F.R.
710.27(a). The specific findings that I make in support of this decision are discussed below.

A, Security Concerns Assoclated with the Derogatory Information

As a starting point of analvsis, I find that the DOE properly invoked Criterion G when it suspended
the individuel's access authorization. As disenssed in Scction 11T above, the individual failed to
protect clessifiad information properly on at least seven oceasions between 1978 and 2001, twicein
1978, once in 1982, once in 1986 and three times in 2001. He also disrcgarded scourity and
safeguards regulations to a degres which would be inconsisient with national security with regard
lo each of the seven incidents that led to his receiving the seven seeurity infractions, ie, when he
lefiaclassified document unatiended, when ha failed to ensure that the safe that housed his classified
documents was locked, when he failed 1o use 2 elassified computer to generate classified documents,
and when he failed to use a sccure e-mail system to transmit a ¢lassified document. Ofthese sccurity
l#jses the three that occurred in 2 three-wesk period in 2001 are especizlly grave becausc of their
sheer nmimber and their proximity to one another. The individual's demonstrated lack of vigilance
with regard te his security responsibilities fumished a legitimate basis for questioning his
trusiworthiness, willingness, and ability to szfeguard classified information.

A inding of derogetory information does not, however, end the evaluation of evidence conceming
theindividoal’s eligibility for aceess suthorization. Sz¢ Personnel Security Hearing (Case No. YS0-
244), 26 DOE £2,737 (1922) (affirmed by OSA, 19%9); Personnel Security Hearfng (Case No.

" The eomails are P A A P e P34 S 3 designuted on the

e-reai] primtond a5 ¢lassificd e-mnail mumbeors 5, B snd 5.

" The factors enumerzted in 10 CF.R 710.7(c) inzlude the following: the nemure, extear, and serousness
of the conduct; the circumstances surrounding his conduet, to inzleds knowledgeahle participetion; the fequency
ard rezency of his conduct, his ege and nuanwity ot the time of the condust; thz volintedn=ss of bis participation, the
obsence or presence of tehabiiiston or reformaton and other pertinant behaviorzl chenges, the motivation for his
conducl; the patentisl for pressure, corrcion, exploitation, or duress; the Jikelihoed of continuation ar rezuiTence,
end orher relevent and raleds! factors
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V50-0154), 26 DOE §2,754 (1957), ef°d, Personnel Security Review (Czst No. ":’S.h=ﬂ15'5].
27 DOE 83,008 (1998) (2ffinnzd by OSA, 1938). In this casz, the individuzl has rais=d s=veral
arguments in en sliempt 1o mitigate the DOE's security concemms at jssue.

B. Mitlgation

1. Security Infraclions Tssued in 1978, 1982, end 1986

The individual testificd &1 the hearing that the three infractions he received for an “open repository™
involved 01d sefes that did not work properly and are no longer in use. Tr. at B9, He explained that
he had locked his szfe end numed the dial but was unaware oa the first occasion that the locking
mechanism on the botlemn drawer of the five drawer safe did not engage. Jd. Afier that incident, the
individual reports ther he never placed any docwments in the bottom drawer of his safe.
Nevertheless, he still received two other security infractions when it was diszovered that his bottom
safe drewer was nplocked and empty, Jd. Aceording lo the individual, the malfunctioning of bottom
safe drawer locks was a eemmion problem at his work site in the late 1970s and 1980s. Jd.
Ultimately, reports the individuel, all the safes st the fzeility where he worked were replaced with
new ancs when the problem parsisted, Id,

With regard to he infraction relating to the unattendsd classified document, the individual restified
thet it was someone else who left the document on his desk. Jd. at 90, According to the individual,
(he persan who lefl the documers for the individual's review did not know that the individuzal would
not be returning 10 his offics for the dey. The individuel reports that he did not consider the incident
his Tault, but 25 yeers £po “the system” always atiributed blame 1o the person in whosc offize the
unaviended, unsecured classified document wes found. Jd at 81,

In considering whether these four security infractions ars too remote in time to consider, I reflected
upon the Persorsie] Security Specislist's testimony that thase four infractions, when viewed in
concert with [he events in 2001, actablish & pastem of mishandling classified information. 1 also
considered that 2 person's past behzvioris relevant to essessing that pazson's future ability to comply
with DOE seeurity rules. Ultimately, it is my common sensa judgment that the circumstances
surrounding these four security infrzctions are fzctors that are entitled to considerable weight in this
czse. The individuzl provided cendid, compelling end convincing testimony that with regard lo the
urartended clessified document he was nof the culpehle party. As for the infractions relating 1o the
“open repositony,” the individuzl convinced me that defective equipment 2s much as human eror
appears to have beea the root ceuse of the security lapses at issue. In additien, ] bi:ht'.fcd 1':]1::
individunl"s 1estimony that efier he realized the problem with bis s2fe, he tied lo minimize any risk
1o ratoral security by keeping the botiom drawer of the five drawer safe empty. Typicelly,
comoboraling evidense is useful in daemmining the truth of any arguments advanced by an
individual, Here, the pessage of time mzds it difficult for the individuzl lo lecate Witnesses with
recollzction of the security incidents who might bave previded probetive izsiimony. Also, the
zbsence of the Reports of Security Infractions for the incidents in question d*:ilﬁ‘v;ﬂﬂ e H‘l'ﬂl‘-'ﬂ_jUﬂ
of poteniially corroborating decumentary evidence to supporl his arpuments. In the end, T decided
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1o rely on the indivicuel's stalements under oath regarding thass four incidents because [ found him
16 be an honest, sincers witness, A final faztor thar | considersd regarding these old security concerns
is that the DOE exemined thess four infrections on thre# oczasions, ie, in 1988, 1924, and 1999,
anc determined hat no lingering security concerns remained with regard to eny of these matters. For
all these reasons, I find thet the evidance in the record mitigates the szcurity concerns connected
with the 2llegations conteined in Section F of Enclosure 2 1o the Notification Lelter.

2. Securlty Infraction Tssued o connection with Incident #1

Incident #1 involved the individual's creztion and dissemination 32528 X X ofa document
that later was determined to be classified. The individualneitherused aclassified computerto create
the document, nor had it reviewed by an ADC prior to disseminating it. Further, the individual
eleztronically ransmitied the classified document via unsscurc means, It is the individual's
conlention Ihat at the time he created the document on his unclassified computer, he was certain Lhat
the document wes unelaseified, In addition, (he individua) elaims thet he relied on the opinjon of
his manager whom he deemed 10 be 2 subject matter expert in the classified arez at issue that the
document was unclassified.

a. Manager £1's Testimony

Thz Director of the classified program (Manzger #1) for which the individual served as project
manager testified at the hazring about his involvemant in the events that led to Jocident #1. He
azsericd that he is familiar encvgh with classifiad information 1o know when lo get it reviewed by
a classifier. Tr, 2t 12, Manzger #1 recalls eciting the letter that gensrated Incident #1. Jd. &1 18.
According to Manager #1, if he had bezn the author of the document he would not have sent it for
a clessificetion review (emphasis edded). Jd a1 27. Mereover, according o Manager#1, since he was
a recipient of the e-meil invelved in Incident #1, he was obligated lo report any classificaiion
concems Ehout the e-mzil had he believad there o be any, /4. He did not repaort any such concerns

_because ke did not believe that the document he had reczived via unclassified e-mail was classified.

Il Manzper #1 further related that even if the same docnment was crealed lodey he would not
helieve that it was classified. Manegser 1 concluded thet it is nol practical 1o go to an ADC 2ll the
lime, Jd ar 43,

Manager #] tastified thet the classified progrem he directed was 2 new ong, and that the DOE
customer 21 another gite waniad information relzyed in an unclessified format only. fd. at 35,
Manager #1 £lso tzstifizd that the DOE customer required ézliverables on an eggressive schedule,
adding to the high pressure envirenment in which the individual was working. Jd. at 38-42.
According 10 Mznzger #1, ke no longer aliows his custamers lo demand unclassified deliverables
froms his classificd program, Jd. &1 33-36, ]

b, The DOE Manager’s Testinony

The DOE Menzper who wes ¢hz customer who requested the document that led 10 Incident #1.



-10-

confirmed that he put pressure on the individuel 1o iender only unclessifizd dozuments on the
clessified project. Jd. a1 71, Tt was the DOE Meaneger's expectation that the individual would know
from his own subject mztter expaniss and by poing 1o 2n ADC what was classified and unclassified.
Jd. at 84, The DOE Menzger, who has always worked et 2 different site from the one where the
individual works, testified that there are differances of opinion at different DOE sites about what is
and is not elassified. J@, 8170-80. He releted that the individuel continually expressed concem to him
about clzssifcation issues relating to his elassified program. Jd. at 72,

& The Line-Maneger's Testimony

The individual's linz-manager l the time 2!] three incidents occurred tastified that he had worked
in & classified satting for 35 years before retiring. Tr. At 352. He related thathe was never informed
when Incident #1 occured. 14 at 364-365, He testified that standard procedurs was not followed,
Id. at 364-365. The typical way of handling security infractions, according lo the line-manager, is
2s follows. First, the supervisor is netifi=d of the Security Incident/Infraction. Then, the supervisor
talks 1o the employee, If the supervisor blieves that the infraction is unwarranted, the supervisor
1elke tothe classificetion office, Jd, &1 366, If it is clear thet the infraction 18 warranted, the supervisor
sits dowr 2nd develops 2 plan to ensure that the situation does notrecur. The line-manager lamented
that he did not have & chance to intervene after Incident #1.

d. . The Individual's Testimony and Other Statements

The individua) explained that he thought that the document at issue was “100% unelassified” and,
for thal rezson, ereated it on his unclassified computer and did not seek an ADC revicw, Response
to Notification Letter at 1. He added thes aftar Manager #1 asked him o include 2 statement in his
document, he 2sked Manager 21 if there would be any classificetion concern with the addition. Jd.
According lo the individual, Managzr #1 responded negativaly. At the hearing, the individuzl
reiterated this version of events and explained that he now realizes he was "working on the edge"
when he tricd 16 create what ke though! wes an unclzssified document. Jd. a1 94, He testified that
a1 the time Incident #1 occurred, he had a naw linz maneger, 2 new program manager wha was not
very experienced Kimself, end 2 new DOE customer. Jd. In addition, he wes “charging sheadona
new and unfamiliar class! Sed projeet," had 2n sgeressive derdlins schedule to mest, and 2 cusiomer
who only wanted unclassifed delivarzbles. I As for why the individual did not use a classified
computar to generate his deliverahles, he testified that the CPU on his classified computer did not
work. fa. at 390,

The individual claims that afler Incident #1, he met with security representativas who advised him
10 ereate docurments on 8 clessified system if he hed eny doubt es to their classification. Response
10 Notification Letter at 1, He denies thal the sscurity represernatives teld him fo obtain an ADC
review before disseminetling eny operations informetion or date.
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& Hearing Officer Assessment of Mitigating Evideace Relating to Incident #1

In my opinion, the individual exercisad poor judgmenl in Trying to éccide for himself what was and
was not classified in his new program area. In addition, the individuzl e:7ed in relying on the
clessification advice of Menzgsr#1 hecause the evidence reveals that Manageriv] was not an ADC.
Tr. 2122, Since the individual was working in a highly classified arez, it seems reasonable to me that
he should have had all his documents reviewed by an ADC befors creating them on & classified
compuler or digseminating them. There is testimony in the record, however, that this approach s not
practical in the fast-paced environment in which the individual worked. Jd. at 43, 119. I addition,
there i testimony that employess &t the DOE site in question who had expertise in 2 classified
subject area exercised their judpment ghout classification issues in that specific subject area. Jd, at
12,84, 215, 257. The contractor's Manual for Classifizd Matter Protection 2nd Control?, a portion
of which is inthe record, shows that employees who work in & ¢lassified 2rea may make knowledge-
based dscisions on their own whether information is classified before declding whether to use a
classified or unclassified computer, Bx. B gt 4, With regard to Incident #1°(end Tncidents #2 and 3)
the individual wes cerzin, 2lthough wrong, that he was not processing elassified information on his
unelassified computer. Ultimatcly, one of the cruciel issues bafore me involves an inquiry into the
kind of training that enablad emiployees at the site in question to make the knowledge-bascd
decisions abou! what is end is not classifisd. As discussad infra, the evidencs in this casc suggests
that the individval lecked the requisite training to discharge his classified matler protection and
contro! responsibilities properly.

3 Security Infracton Issued in connection with Incident #2

The individual's conduct with regard to Incident #2 is disturbing because thereis a suggsstion that
he breached the commitment thet he made to security representatives immediately afler Incidant #1
to discontinue condusting business in the manner that 124 to the infracticn associated with Inciden
#1. The evidence adduced at the hearing, however, demonstrates (hat he did discontinue the
nractices that led to Incident #1. Ee did not rely on Manager #1, & subject matter expert in the
pogram ares in which the individual worked, to provide & cldssification opinion. Rather, he
consulted with ADC#1 before sitting down at his unclessifizd compuler 10 drafl 2 document that he
wanled 1o ensure wes unclassified. e did not, however, take the document tha: he crezied lo ADC

Y Desqite repeeted requests from the DOE Counszl 224 the lacel DOE Securiny Office raspansible for
this case, the contractos ot the DOE feciliny where the indivadua! worked &id not furnish fis Menuel for Classificd
WMimer Froteciion 2ad Conral (CMPC Menual) for the record. However, Exibit E refers o 2 pochion of the CMPC
Mantalin effest a1 the relevant time period end prowndes in par 2e follaws: "Maner origineied by 20 individual whe
is notzn ADC szt be reviswsd by en ADC hevizg ths sporeprizts suthordty when it is rezsonzble 1o expect that
the documents or matzsiels conteln clessified nfonzalion, or when repulstions or other requitemems applv. .. Ex
£ 015 The CHMPC Menue! provision 15 stmiler to the reguiremeats inpased by thr DOZ i the nwo J20E manuals
relevant to the time period atissue, Le,, DOE Mzape! £71.2.13 end DOE Meznual 471.2-] C. The op=rative question
undzes botk the conmazior manuel end the DOE Manual ¢ whathes it wes reesoneble Tor tie individual fo expect, or
whether the individus! had eny Joubt, that the information he wus using to ercete the dozumenl was classifizd.



< .12-

#1 and ask him to stamp it as unclassified.' Nevertheless, it is clear from the testimony ef ADCH]
that ADC#] would heve determined the document to ba unclzssifisd had he reviewed a final version
ol i1. As the rzcord indicates, however, the Contractor Classification Official overruled ADC#I's
opinion regarding the classification status of the dozument,”

Based on the record before me, I find that the individual did request edvice from an ADC bzfore he
enlered informetion onto his classified computer. He thought the information that ke had generated
was uneclassified, Had the individual retiszed to ADCE] and asked him to render an opinion with
regard 1o the document, itis clear from ADC#1'% (estimony that his expert opinion *would have been
that the document was unclassified. It was only because the individual wanted to be abisalutely sure
of the document's classiSestion status before he transmitted it owtside the facility!” thet he sought
the opinion of the Contractor Classification Official, In the end, the circumstances surrounding
Incident #2 convines me that the individual did not knowingly, willfully, or even negligently enter
classified information into an unclassified computer on April 10, 2001, Further, based on my
essessmont of the individual's credibility and his demeanor at the heering, 1 find that he had a good
faith belief that he was complying with all the regulations, procedures, or guidelines that he knew
about when he entered the infonmation into the unclessified computer on the date in question,

4, Securlty Infraction Issued in connection with Incideut #3

Like Incident #2, Incident #3 is alarming because it suggests thal the individual was not sericus when
he committed to refrain from processing classified information on his unclassified computer, The
evidence adduced at the heering, however, strongly suggests that the individual had a compelling,
gond faith belief ther the product thet he penerated on his unclassificd computer was in fact
unclassified. The information that he used to ereate the document at the hazi of Incident #3 came

M Euidence in the reeord indicatss that there i1 ne requirerent for & elaseifier 1o s12mp ¢ document as

unzlazsified unlzes the requestes aiks for such s stamp. ADCE | tmanfizd thathe always slampe 2 dociment a5
enclassified if he reviews & document end detzominzs i1 1o be vnelassificd, 2ithongh Be admitizd thet there i§ ne
regdirsmzal fo: him to do thet

¥ Since classifizetion is notl an exeel ssiznze, it ir understzndatle from my perspestive that well-informed,
tre:ned classificatien efficiels might diffsr ehout the clzssificetion status of poy given dacumiznt Thi is particularly
true in instences such 2z this onz, Whers these was zo Clzssifice¥or Guids inplaze 2t the time for the nzw clarsificd
proprem arce. Whas surprized me at the heering wes thst (he iadividus] was vnsware thaz ifhe had asked ADCH] b
stemp his documens 8 “unsleasfied” and it was loter darermined thet the cleesification datermiration was
ermznsans, the individual would 2ot have sufTersd eny sdvarss cosszguences, When T azked ADCE] 2 the heoring
why emmpiowees 21 his e do not go to en ADC ll the time if they sr= pretsciad by having z classifier's stamp on
the dazumiens, AT #1 responded hal there §i ¢ losk of taining on this mener Tr.ar 124,

1t ATIC#1 hes 3& yrers of subjest matisr sxpertise in sn sree relzied 1o the onz in which the individual
worked. 1 found himte be extemsly cendid end opzo in his testimony, 1045 clear baszd on his demeanor 1hat he 1z
extremely dedicaed 1o defending netionsl sceerin: and 1akes his ADC respensihilin seriously.

** Irenierate my eatlier finding that conwery 1o the infarence in the Notification 1.eker, the individual did
et Gisserninate she Sooument &1 [35ue o Tocident #2 over 2n uncizssified sysiss
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from two sources. He first took the document that had ceused Incident #2 and removed all the
information that ADC#2 had deamed 1o be classified. Tr. at 108. To ensura jts classification status,
the individual took the sanitized document to the Contractor Classification Official for a final
review. Response to Notification Lefter et 2: Tr. 21 291, The document was found lo be unclassificd
by the Contractor Classification Official. Jd. To this document, the individual added the names of
three picjects from en unclassified list. PST Tr. at 24; Tr. &t 334. The addition of the three
unelaseified project names to the individual'e unclassified documeant caused the new document 1o
be classified for reasons not germanc to this Decision. At the hearing, the parson who provided the
unclassified list from which the individus] took the projest names testified that “she knows of no
caution indicating that one should be careful connecting two unclzssified documents.” Jd. The
Contreclor Classification Official also testified at the hearing that there was no way that the
idividual would have known thel the two unclassified documents at issue, when put together,
became a classified document, /d. a1 307, He added that (e only way the individual could have
known this would be if he had pone fo an ADC or had extra training. Jd.

After reviewing the totality of the evidence with regard to Incident #3, 1 find that the individual did
nol deliberately, willfully, ner nagligently ahregate his prior commitments o securily afficials ta
refrain from entering cortain kinds of information on his unclassified computer. Te be sure, a prudent
person who had received two infractions ia a2 bel period should have, in my opinion, insisted that
#n ADC review every documant befors and afier its creation. The individual nevertheless provided
convincing testimony that he samestly believed that he could create en unclessified docunent from
the two unclassified sovrces in question. Asmore fully discussed infre, | find that the individuzl's
inadequate training prevented him from understanding why and how two unclzssified docurnents,
when combinad, can become classified. Thissame lack of understending and treining prevented him
from knowing thet he should have consulted with 2n ADC prior to erezting the document in
quastion.

5. Other Unprotected Classified Documents and Clessified Electronic Mall Messages

With regerd to the other documents that the individuel’s employer found whils conducting an
administrative search of his office efter Incident #3, the individual staies that it is difficult for him
to respond 1o this security concem beszuse he wes not given the opportunity to review any of the
documents, According to the Final Incident Repert, sppreximately 70 unmarked, unsccured
classified dosuments wers Jocaled in the individnal's office. See Finel Incident Report a1 5. Some
of those clessified documents were duplicztes of cze znother, or different drafls of the same
document. J4 The majority afthe elzassifisé documents were deemed classified for the same reason
thet the document a1 issue in Incident £3 wes considered classified Jd. There were 2 {ew other
docuraenis, however, thel were classified for other reesons. Jd 1 eppsars from the Final Incident
Renort that the potentiz] campromiss to nafiona] security resulting from the individual's failure 10
protect the subject documenis could have besn great Jd

According 10 the individuzl, now thet he undarsiands end eppreciates the classifisation yulings
relating 10 Incidents #1, 2, and 3, he reelizes why eny unmerked documents found in his officc
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ehould hzve bome e ¢lassificzton marking. Response to Notification Letier at 3. The individual
testified at the heering that he had a clessifiad szfe in his office, and had he known the classification
stztus of the documents under his control, he would have protected them by placing them in his safe.
Tr.oa1121.

As for the clessified e-medls that wers uncovered on Ris unclassificd computes, the individual stales
that [ did not knowingly creete and distribute classifed information via unzlzssified e-mai) .
would never do this on purpsse and it concerns me that others might thirk Twould.” Response 1o
?w.'miﬂr.-a‘.i::ﬁ:i Letter a1 3. At the hearing, the individual testifizd convincingly that I guarantee you,
1F1 thought il was classified it wouldn't be on my computer.” Tr. at 121,

As fully expleined in Section 6 below, | find that the individual did not have F..dﬂqllntf.' 1raining to
ellew him to fulfill properly his responsibilities for handling end protesting classified infonnalion,
including the information discoversd during the scarch of his office in April 2001,

6. Inadequete Tralning

Thare is compelling documentary and testimonial evidence in the racord that convinces me that the
individual was not adequalely trained to dischargs his responsibilities 1o proteet and control
elessified meterial. ' For all the reasons discussed below, I find thal the individual's inadequate
training is e significant mitigating fector in this cass. See Appendix B to Subpart A of Part 710-
Adpuficalive Guidelines Approved by the President in Accordance With the Frovisions of Executive
Order 12968 6135 (¢); Personnel Security Hearing (Cass No. V S0O-0261), 27 DOE 82,810 (1999)
(2ffimmed by OSA 2000).

B, Testimonial Evidence

i Former Cyber-Security Site Manager®s Testimony
Tiiz cyber-security site manager at the time o the incidznts of concern in this Decision testified that
duning the time the individuel wes involved in his security lapsss, there were ongoing studizs being

condusied to discern why employess were invelved in so many significant incidents of sccurity
concem. The studies ware undzreken because the transmission of clessified informatian over

¥ In evalualing the circumsicoces surrounding the zdditone! clessifisd e-meilt, [ ol considered the
tzetimsany of the cvber-scourily manegar et the times that thit inzident ozcurred. Ths former eybar-seourity manager
1zscified that there §t no wey of telling from =n c-mail pristout whather iz individuc] reccived wn ADC revizw of
the e-rmai) becsuse o roviews might heve bzen done orelly. /d a1 146, Sinze some of these c-manil siessages pre-
deied the 200) tims freme, 1 2lso considzred the ._.vb,_]'ar\::,:-';-u mizneger's teslimoay that doms of the conputer
ineidents 2t the fte ozzomed bezeuse the elazsificztion s1ems of tie same dosument can change from unclassificd w

ciessifizd over & Timge period. Tr. at 144,

-

* T did exarmine the individee)’ E'L'L:.‘.'.‘TE tesord thal i contzined in the Final Inzid=m Rzpont, Based on
the evidence adduced at the hearing, T coaclude tha! the haining the individuel receivad was inzdeguate,
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unclessified computers was & problem 2t the site before the individuel's sceurity incidents oceurred.
According to the witness, tha web-baced frzining given to empleyees regarding Classified Matter
Protection and Control is inedequate. Tr. at 156, He opined that a mors ¢ffective trzining approach
would be lo provide training in a clessroom senting whére people could 2sk questions and obtain
clarification on issues. Jd.

il. Manager #1's Testimony

Mensger #1 tastified that when the individual assumad his aew job with the new classified program,
he was nol given any classification briefing. d. at 15. He admitted that training inclassification was
nol high on the list of pricritics becanse they were under tremendous pressure lo produce work in
an expeditious feshion, Jd. at 38-39. He explained that the individual uied to learn about
clzcsification matters on his own. Jd. at 16, Managzr #1 opined that the general training that every
emplovee receives is inedeguete to address the classificetion matiers in the clessified program that
he oversees, fd. at 29-34,

iil. DOE Manzager's Testimony

The DOE Manager who requested the document that is the subject of Incident #1 testified l?}iﬂ: the
individual "was brought on beard with very little training and backgrourd about what wes going on
in the program.” Jd.-at 72. The DOE Maeneger related that al every mesting he had with the
individual, the individual expressed concem zbout classification issues, Jd. According 1o the DOE
Meneger, the individueal or someons on his team esked clessification personnel lo d_.:va]ap a
clessification guide for the program that he was werking on. Jd. During the time the individual was
involved in the program, statzd the DOE Manzger, no guide was prepared. Jd. at 73. The DOE
Manzger admitted at the hearing that the individual was the only one on his tzam who was unaware
that ether team membérs were nsing 2 spacific classification guide as a substitute for the guide thal
hzd vet to be developed in his pregram ares. Jd. at 78, Finally, the DOE Manzgsr admitted thal a
“sriefing on clzssification would have helped [the individual] quite & bit.” /d. at 76.

iv.  ADCHFl's Testdmony

ADC#1 opinad at the hearing thet there is 2 leck of training 21 the sit= that prevents emplovees fr‘um
regulurly seeking classi fication review of their work produet, /d. 21224, ADCRI festified that when
ihe individual firet begen working in his new position in Februery 2001, the individual came o mim
sesking to educate himssifznout the claseificationinricacics ofthe program. Id, &1 215. A 1](.:#3 a.lsu
confirmed st the hearine that the individual had rwice sought, but never recsived, a classification
bricfing for imseilend other team members from the Contractor Classification Official. Jd. at 24,4'
ADCEY zleo testified that it was very difficult for the individual to wark in his new program w;th
liztle elassification guidence, Jd, at 246, Finzlly, ADC#] related that the individuel sought ADCa1's
advice many times 2 dev on classificetion issuss, somerimes “puggling] [him] 1o death.” Jd. a1 247,
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V. Colleague's Testimony

Or.= of the individual's colleagues whe is 2n ADC testified that it is difficult to work in a new
program such as the one in which the individual worked becauses some things that arz unclassified
in one program may be classified in znother. Jd. at 263. The colleague expressed his opinion thal
employees who areheavilyinvolved inclassified progrems should gat specificclassification training
50 that they will leam what is and is not classified in thair program ares. Jd. at 271,

vi. Contraclor Classification Official's Testimony

The Contreclor Classification Official oversass 275 ADCs al the DOE facility where the individual
works, 7d, at 295, He testified that the individual often sought his advice and the advice of cthers
in his office on clessification matters. /2 a1 300, Ha admitied that with regard to Incident 43, there
is no way the individusl could have known the decument that he ereeted was classified unless he
went to an ADC or hed extra training himself, Jd. at 307, He stated that he supports educating the
workforce onclassification issues and that over the last 15 months ha has implemented meny of the
improvements recommended in the two studies set forth 2s Exhibits A and E, Jd. a1 316-317,

vii.  Colleague #2's Testimony

Anothzr collezgue of the individuel tastified that at the time the indjvidual reccived his three
infrzctions in 2001, it wes not uncommon for paople to ““get tripped up” on these matters. Jd. at 346.
She added that the classification dirsetives heve chanped in the lzst six months so it is new less
commion for employess to get these e-mail-related infractons. Jd. Colleague #2 provided her own
story of problames that can result rom obtaining an oral opinicn ragarding classificetion matters from
un ADC. One day she obtaired a classification epinion fram an ADC thet what she had hand-wijiten
was unclassified. Jd. at 345, She typed end issucd the document. Jd. Another ADC saw the
docuimiant and stated that it was classified. Collaague #2 deseribed her anxicty as she awaited 2 final
decision from the clessificztion offics at the site. Luckily, stated Collezgue #2, the final ruling was
unclassified. fd.

b. Documentary Evidence

The individuz!'s employer condueted nwo studies in 2001 and 2002 1o evaluate the reasons for whal
it deseribed st a noticeabis increass in computer sscurity-relaied incidents 2t the site where Lhe
individuel worked. Ex. A 2nd E. Each of the studizs provides probative svidence supporting 2
finding that the individual would have been more czpzble o protecting potentizlly classified matcerial
had ke rezeived additional training, :

Azcording to the first sludy, there were scores of compuisr-related incidents that occwTed in 2001
ikt invelved the trensmitts) of documents whers the originator failed to s2ek adequeie ciassification
review, Ex, A. The first stedy concluded ther the implementztion of specific kinds ol raining for
the site population would likely causs & dscreass in these kinds of security-related incidents. /d. ai
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A sezond study atiributed the root cavsss of the computer security-related incidents to poor training
and poor communication with regard to the emplayess' scourily respon sibilities. Ex. E. The szcond
srudy pointed out that “knowledge-based decisions ere required by 2n employze relative to whether
the informetion sheuld be entered on 2 elessifisd or 2n unclassified systzm (i.e. the employee must

ke the decision if there is the potentiel for classified informetion)™ Jd,
. Summary

The general and specific evidence in the record convinces me that the individual was inadequately
{saincd in the area of elessificd matter protection and control. On & genera] level, the two studies
commissionad by the contrector in 2001 provide indzpzndent corrobaretion that poor training at the
site in question may have zffested the individual’s ability to discharge his security resporsibilities
wroperdy. In addition, ADCH#1 opined that many employzes did not go to ADCs regularly becausc
they were not informed that they would be protected from advarse actions if they were to oblain &
wrilten classification determination that later proved faulty.

On 2 specific lave], Menager #1 readily admitted that the individual was ill-squipped to deal with
the ¢lassification issuss in his new job and that elassification training was secondary to production.
The DOE Manager confirmed that the individual Fequently expressed copeem adbout classificetion
issues in the new program area. ADC #] testified that the individual consultad him many times a
duy seeking classification advice 10 the point that he “nugeed him lo death.” The Contractor
Classification Official ackaowledged that the individua) frequently consulted him or his office for
dvice. In sdditien, numerens wimesses confinn that she.individual twice asked for 2 special
classification briefing but did not gel one. There is also evidence that the individual (ried to educate
himselfin the zbsense of training by reguesting assistance {rom mznzgers in programs similar Lo the
new onz that be hzaded.

7. Physical and Mental Health Issues

There is probative evidence in the record suggesting that sha individuzl's precarious physical and
mental health may heve contributed 1o the security lapses that accurred in & threc-wesk period in
2001,

I~ July 2000, the individual was dizgnosed with diveriiculitie and chroric prostatitis. Ex. C and D
These illnesses completely inczpacitated him for five months, rendering hinunzble towerk. Jd. The

W g rcumanelyzed the compiter-related ingidents in the smdy snd rzeommended several arees of
binprovement Lo redtes fhese sceurinyerelated inzidents, inshading the follawing: (1) ereetion of & gencrsl plant
popualation ewareness irzining video 1o discuss the dosument review process; (3) develepment and disTibution of 2
walie size card 10 displey on er neer compulert with key word: to cvaid using when creeting unclassified
docurmants and e-raaite: and (3) moving the current webbeted mainng ‘ar Coatrel of Classified Matier end
Mrorected Informecon 10 & clesstonm snvirenment with & detailed 1oft Tar cerntificznion.
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individual returned to work in carly November 2000 on 2 part-time basis, and r=sumed his full time
schedule by late November 2000. He continued to suffer from side effcets zssociated with the
medication prescribed toredress his unresolved illnzsses as \ate a5 February 2001 when he assumed
hig new pesition. The individual's line-manager lestified that he did not believe that the individual's
health was pood enough in February 2001 lo handle the demands of the new, high pressire job thar
he had zssumed. Tr. at 372.

The record teflects that between March and April 2001, the individus!l's physical condition
worsened. He began 1o suffer from besdaches, backaches, drowsiness, sleep deprivation,
vastrointestinal pain, physical wrakaess, and fever and chills. Ex. D. Finally, in April 2001, the
individual was dizgrnosed by both a psychologist and psychiatnst 2s suffering from major depression
gnd 2 panic disorder. Ex. C2nd D,

A1 the hearing, 2 staff psychologist (Psychologist) for the contractor at the DOE fecility where the
individuel works provided clear, succinct, and convineing testimony regarding the individual's
mental and physice] health during the period in question. The Psychologist testified that when he
first exarnined the individual in April 2001, it was his cliniee] impression that the individual was
ceverely depressed, Tr. at 164, He immediately referred the individual to a psychiatrist who
concured with the psychelogist's diagnosis. See Ex. C. According to the Psychologist, the hours
and stress accociated with the individual's new job, compoundsd by his unrescived physical
Inesses, and the dzath of both his parents “tripped over into clinicsl depression.” Id. at 175. The
Psychologisl testified that the sndividuel zlco suffersd from & panic disorder and that he witnegsed
one of the individual's panic attacks during 2n office visit? 74 at 172. The Psychologist apined
thas the individual’s symptoras worsened in May 2001, cven though his primary physicien had
presciibed Prozac for the individu &1, According to the Psycholegist, the individual's depression went
into remission by July 2001 after his Prozac dosage had besn increased and he hed undeargone
counseling. Jd. at 179, According to the record, {he individoal remained in counseling until March
2003,

Afer carefully considering the evidence recount o4 above, itis my determination (hat the individual's
fragile mental and physical health duning the period in question arc relevant and material factors with
regrand 1o mitigation inthis case ™ Themedical information in therecord suggests that the individual

3 ke hearing, e Psycholagist deseribed the peaie emack (k2 he witnessed s follows: the individual
begun swezting prafusely, Lecema shor of breeth and granicd to nyperventilste, znd sxpressed vacing thoughts, a
fear af dying and 2n overell sense thzt he wat felling apert. Jd

2 e Psychologist pravided perraps e clez-zst, mast consise tesimory of eny mental health expert tha
Yiave hesrd siace [ begsn serving 2s & Hearing Offizer in zescs erising under 10 CF.R. Fen 710 in 19%4. 1n
desiding wheihar o stay this proceeding and request ‘bt the losel security office evalusie possible derogeiory
: Tirination under 10 C.E.R. 710.5(b), I considerad thal tae Psvchologist does fimess-for-duty sveluetions at e DOF
Facility ind specifizelly consides whether these is svideaze of any maztz] impaizment. The Psychologist's
familizziry with e DOTE g1endarde 2ad Ris compelling testimary thet the individual's mzzzal illnzss has been in
remission sinee July 2081 convinzed me not 12 refer ¢ potennal Critzdon H concem 10 the toczl DOE seturity
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wes not psychelogicelly or physically strong encugh in 2001 10 hendle the pressures of his job, or

1o fulfil] his sscurity responsibilities with regard to the safeguarding of classified information.
q. Other Factors

As 1 reflected on the evidence in this case, I 2lso considersd whether the negative implications
nesociated with the individual's recent invelvement in sesurity incidenis can be mitigated by &
showing of reformation or rehabilitetion, Rehabilitation depends on rccognition and
acknowledpment of wrongdoing, coupled with demonstrated conduet over a period of time thal a
person is willing to comply with security regulations. In this case, the individual has ac!-‘.nuwltdglﬂﬂ
Uhe errors associated with his sezurity lapses. He has also demonstrated e willingness 1o complywith
sccurily regnlations over the last two years, For example, his current supesvisor testified that even
though the individuzl now works in &n unclassified environment, he is extremely vigilant in making
sure everything is done correctly from a classification standpoint. Jd. at 186. He makes sure that ell
the documents being prepared in his new organization are revicwed by an ADC. Id Hels "very
conscientious about his security rasponsibilisies and sesks out direction from others when he docs
oot know the rules.” 2. at 187, 189, The supervisor also testified that she ensures that her employecs
receive additione! raining depending on the nature of their projests, Id. at 191.

Moreover, during the two days of hearing, T observed the individue] and found him to be an camest
person who cares about his job and complying with the rules imposed on his conduct. His
concluding tectimony that he now 'feers”™ handling classificd information 2fer this experience is
valuable insight on his part into the enormous responsibility that one mus: 2ssume if one tekes 2 job
imvolving classified informetion,

5% Summary

All the incidents ut issue in this cese are extremely serious and cansritute basic breaches of security
practices. These incidents, like 2ll involving the praper failure 1o handle classified information, can
have serious, direct consequences lo national security. In this case, the individual's multiple security
lransgressions, oceurring in a short time period, increzsed the risk for potential compromise af
claseifiad information. )

Nowithstanding the compelling seeurity concerns in this case, the individual has provided
convincing evidence that, when assessed cumulzatively, mitigatas those s=curity concerns. Regarding
the four security infractions that the individual received between 17 and 23 years ego, I found that
Whe convineing lesiimeny about the clrowmstances surm unding those four inzidenie mitigated the
concame at iesuz, Moreover, the DOE's decision on tce peczsions, in 1889, 1994 znd 1599, that
I'nere were not lingering sseurity concerns associatzd wilh those insidents also supparts 2 finding of
miligelion.

aifize,
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As for Incidente #1, 2, and 3, the documentary =nd testimonial gvidence strengly supports & finding
thet « conflucnse of fzctors contributed to these three serious securily incidents. The documentary,
evidence shows that poor lraining 2l the individual's work sile 1= 1o 2 noticeabls increase in
computer related-security incidents during the period in question. The testimonial evidence shows
that (1) the treining in clessification was not 2 priority in the individual's work group; (2) the
individual was the only one in his work group that was unawars others were using 2 substitute
classification puide pending the crezsion of a specific guide for his project; (3) the individual
ditigently but unsuccessfully tried to obtain specific classification training so that he could excoute
his sccurity responsibilities properly; (4) the ndividual received very little reining in the highly
classified project when he was hired; (5) the gencral training that the individual received was
inadequatc for him to undezstand the classifi cation intricacies of his program arca; (6) the individuel
was required to produce only unclzssified work product frora a classified area; and (7) the individual
worked long hours in a fast-paced environment with an 2ggressive ime table for producing work
produzt.

I 2ddition, the compelling testimony of the Psychologist, combined withthe medical documentation
i+ 1he record, convinced me glso that the individual's fragile mente! and physical health played &
cignificant role in the individuel's aztions that led to Incidents #1, 2, and 3. Sincs these matters are
mnow resolved, there no longer eppears 1o be g concern that the ndividusl is not mentally or
physically able to sefeguard classified matier in en eppropriate manner.

Ag for the docunents and g-mails discovered during the course of the search of the individual’s
olfice, 1 believed the individuel that he would never Rave failed 1o lock the classified documents in
his sufe had he known that they were classifiad, or generated ¢lassified ¢-mails on &n unclassified
computer had he knawn that the information was ¢lessified, Since the desuments at issue were
neither catalogued ner preseated inte evidence, it is impassible ta know how many of them are
duplicates of one another or different drafts of the same document. Séé Classified File. As for the
wdditional e-mails, the Contractor Clessification Official testified at e hearing that his handwriting
was on the e-mail printout 2nd that the individual wes the recipientofsemzofthe classified e-mails.
With regard to the other e-mails, the former cyber-security manager suggestsd that it is impossible
1o 11! from & printout whether zn employee gol 21 orel Classification opinion from an ADC before
drafling the c-mzil, He also sdmitted that tha site experienced problems with computer security-
related incidernts beceuse some informetion that wes previously inclaszified became clzssified at &
later date. Inthe end, itis my determination that adeguals clzssification Lraining is imperative for
any employes werking in a clzssified eavironment end thal +he ingividual did not reseive the
[raining nacessary thet =llawed him 10 know (hat he had cither genzrated or had in his possession
¢classifizd documents.

I the cnd, | pust make 2 prediclive 8sSEssmen, whether the individual might endznger the common
scfense and be £ risk to nationsl security if his sscurity clearance is restored. There are several
veasons why ) believe that the individuz] bas the desire and ability, and can be trusted in the future,
lo safeyuard classifizd information. Firey, the environment 2t the DOE site where the individual
works appears (o have cnenged since March 2001, The Confracior Classification Official testined
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at the hezring that he has implemented many of the suggestions conteined in the two studies thal
uppear &5 Exhibits A and E. The Contractor Clessification Offizizl elso testified (hat he strongly
supperts educating the workforce regarding Clzssification issues. Second, the individual’s new
supervisov stated that she personally ensures that her employees receive the Laining they need to do
{heir job. She further attested {o the individual’s vigilance over the last Twe years in making sure
everything is done correctly from a classification ctandpoint. Third, Manager =1 testified thathe no
longer allows his customers to demand that they raceive only unclassified informetion in his
¢lassified program, Fourth, the individual's physical and nertal health issues that affect ed hisability
1o handle clessified informetion in an appropriatc manner nave been resolved, Finally, my personal
observation isthat the individual has leamed a preatdeal about protecting classified informationand
the potential damege 1o national security for failing 1o do so through ihe ordeal of this process. He
now understands in a wey that he previously did not that thers is an endnNoOUs responsibility and
burden placed on all holdars of security clearances to eastis {hat any potential classified matier 18
appmpriatc!y protected, stored, and secured, Despitc the individual's past behavior, ] believe that
the risk of recuirence of these securily lapses is low. For this ressen, 1 find that the individual's
cecurity clearence should be restored.

V. Conclusion

In thie zbove analysis, [ have found that there was sufficient derogatory information in the possession
of the DOE 1o raise serious scourity concems wnder Criterion G as to whether the individual's
suspended access authorization should be restored. After considering all the relevant information,
favorable and unfavorable, in a comprehensive common-S=nsc manner, 1 have found that the
individual has brought forth sufficizent information to mitigate these sscurily concems. 1 therefore
findthatrestesing the individual's access autherization would not endanger the commo defenseand
would be clearly consistent with the national interest. Accordingly, I have determined thal the
Hodividuzl’s access authorization should be restored. Review of this Decision by an Appcal Panel

may be sought under the regulations sel forth at 10 C.F.R. 710.28.

Arm 8. Augustyn
Hearing Officer
Office of Hearings and Appeals

Date: DEC 09 7003



